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DETAILED ACTION 

Priority 

1 . Applicant's claim for benefit of foreign priority under 35 U.S.C. 1 1 9 (a) - (d) is 
acknowledged. 

The application is filed on 9/17/2004 but has a foreign priority application filed on 
4/19/2004. 

Claim Rejections - 35 USC § 102 

The following is a quotation of the appropriate paragraph of 35 U.S.C. 102 that 
forms the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in 
public use or on sale in this country, more than one year prior to the date of application for patent in 
the United States. 

2. Claims 1, 3, 4, 7, 9, 10, 13, 15- 18, 20, 21, 23, 25, 27-29, 33. 37, 41. 43-46, 
50 and 52 - 54 are rejected under 35 U.S.C. 102(b) as being anticipated by Unger et al. 
(U.S. Patent 2003/0026423). 

As per claim 1, Unger teaches a method for accessing discrete data comprising: 

(a) transmitting a write command to a memory (Unger: Para [0064]); 

(b) according to a data format of a file that is to be written into the memory, 
determining whether each data following a header of the file needs to be encrypted, and 
transmitting the file header and each data following the file header to a logic unit (Unger: 
Para [0081], Para [0064] and Para [0089] & Figure 6 / Figure 7: (a) the data stream and 
corresponding data packets are considered to be conformed to a data format of a file (b) 
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the PID (packet identifier) determines whether the packet should be encrypted or not 
and (c) Figure 7 (& Figure 6 / Element 316) indicates the selection logic that needs to 
either turn-on the encrypting function or turn-off the encrypting function to directly 
inserting the clear packet into the output stream); 

(c) turning on the logic unit for encrypting the data determined to be encrypted in 
step (b) and writing the encrypted data into the memory (Unger: see above (a) & Para 
[0058] /Para [0127]); 

(d) turning off the logic unit for writing the data determined not to be encrypted in 
step (b) into the memory directly (Unger: see above (a) & Para [0058] / Para [0065] / 
Line 20-21); and 

(e) sending a first response signal from the memory when the writing of the file is 
finished (Unger: Para [0127] / [0141]: the use of primary and secondary flags can be 
replaced with a counter matching test function to assure the integrity of the data stream 
- This can be considered as a response signal from the memory when the writing of the 
file is finished for data integrity assurance). 

As per claim 7, 18, 33 and 37, the claim limitation is similar to claim 1 except the 
only difference of decrypting versus encrypting and read function versus the write 
function where the encryption / decryption and write / read functions are considered as 
a-MUST of a pair of system functions. Therefore, see same rationale addressed above 
in rejecting claim 1 . 

As per claim 29, Unger teaches a discrete data accessing system comprising: 
a memory for storing data (Unger: Para [0064]); 
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a first logic unit electrically connected to the memory for encrypting input data 
according to a predetermined encryption algorithm, writing the encrypted data into the 
memory, or writing input data into the memory directly (Unger: Para [0081], Para [0064] 
and Para [0089] & Figure 6 / Figure 7: (a) the data stream and corresponding data 
packets are considered to be conformed to a data format of a file (b) the PID (packet 
identifier) determines whether the packet should be encrypted or not and (c) Figure 7 (& 
Figure 6 / Element 316) indicates the selection logic that needs to either turn-on the 
encrypting function or turn-off the encrypting function to directly inserting the clear 
packet into the output stream); and 

a second logic unit electrically connected to the first logic unit for determining 
whether each data following a header of a file that is to be written into the memory needs 
to be encrypted according to a data format of the file in order to decide whether to turn 
on the first logic unit for encrypting the input data and writing the encrypted data into the 
memory, or to turn off the first logic unit for writing the input data into the memory directly 
(Unger: see above (a) & Para [0058] / Para [0065] / Line 20 - 21). 

As per claim 46, the claim limitation is similar to claim 1 except the only 
difference of decrypting versus encrypting and read function versus the write function 
where the encryption / decryption and write / read functions are considered as a-MUST 
of a pair of system functions. Therefore, see same rationale addressed above in 
rejecting claim 29. 

As per claim 3, 9 and 20, Unger teaches the first response signal is a writing 
succeeded signal (Unger: Para [0127] / [0141]: the use of primary and secondary flags 
can be replaced with a counter matching test function to assure the integrity of the data 
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stream - This can be considered as a response signal from the memory when the 
writing of the file is finished for data integrity assurance). 

As per claim 4, 10 and 21 , Unger teaches transmitting the file header and each 
data following the file header from a plurality of buffers in turn to the logic unit in step (b) 
(Unger: Para [0127] Para [0129]: the SD RAM are allocated with a plurality of buffers / 
blocks having a pre-determined cache buffer size). 

As per claim 13, 23, 41 and 50, Unger teaches the memory is a flash memory 
(Unger: Para [0151]). 

As per claim 15, 25, 43 and 52, Unger teaches the memory is a digital video disk 
(DVD) (Unger: Para [0147]). 

As per claim 16, 27, 44 and 53, Unger teaches the file is an audio file (Unger: 
Page 4 / Para [0042]). 

As per claim 17, 28, 45 and 54, Unger teaches the file is a video file (Unger: 
Page 4 / Para [0042]). 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

A person shall be entitled to a patent unless - 

(a) A patent may not be obtained though the invention is not identically disclosed or described as 
set forth in section 102 of this title, if the differences between the subject matter sought to be 
patented and the prior art are such that the subject matter as a whole would have been obvious at 
the time the Invention was made to a person having ordinary skill in the art to which said subject 
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matter pertains. Patentability shall not be negatived by the manner in which the invention was 
made. 

3. Claims 2, 8, 19. 30, 34, 38 and 47 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Unger et al. (U.S. Patent 2003/0026423), in view of Pinder et al. (U.S. 
Patent 5,684,876), 

As per claim 2, Unger does not teach the data following the file header comprises 
one or a plurality of frames, in which each frame comprises a header, a data block and a 
residual block, wherein the remainder of the difference between the number of bytes of a 
frame and the number of bytes of the frame header divided by 8 is a first number, and 
the residual block is the set of the last first number bytes of the frame, wherein the 
header and the residual block of each frame are determined not to be encrypted, and the 
data block of each frame is determined to be encrypted in step (b). 

However, Pinder teaches the data following the file header comprises one or a 
plurality of frames, in which each frame comprises a header, a data block and a residual 
block, wherein the remainder of the difference between the number of bytes of a frame 
and the number of bytes of the frame header divided by 8 is a first number, and the 
residual block is the set of the last first number bytes of the frame, wherein the header 
and the residual block of each frame are determined not to be encrypted, and the data 
block of each frame is determined to be encrypted in step (b) (Pinder: Column 3 Line 32 
- 33 / Line 51-65: (a) DES encryption has a block size of 8 bytes (b) encryption is 
performed on payload data only (header data is unencrypted) and (c) for a payload of 
less than 8 bytes (e.g. residual block) is also preferably not encrypted). 

It would have been obvious to a person of ordinary skill in the art at the time the 
invention was made to combine the teaching of Pinder within the system of Unger 
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because (a) Unger teaches providing partial encryption and decryption of digital of 
television signals including video, audio and data and multiplexing a plurality of 
multimedia data stream packets (Unger: Para [004] and Figure 6/7) and (b) Pinder 
teaches encrypting multiplex data stream transport packets under MPEG 2 (Motion 
Picture Experts Group version 2) standards, and more specifically to a technique for 
encrypting an MPEG 2 payload where the size of the payload may not be necessarily be 
an integer multiple of a DES encryption algorithm block size (Pinder: Column 1 Line 10 - 
15). 

As per claim 8, 19, 30, 34, 38 and 47, the claim limitation is similar to claim 1 
except the only difference of decrypting versus encrypting and read function versus the 
write function where the encryption / decryption and write / read functions are considered 
as a-MUST of a pair of system functions. Therefore, see same rationale addressed 
above in rejecting claim 2. 

4. Claims 5. 11, 22, 31, 35, 39 and 48 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Unger et al. (U.S. Patent 2003/0026423), in view of Rose et al. (U.S. 
Patent 2004/0071289). 

As per claim 5, 1 1 , 22, 31 , 35, 39 and 48, Unger does not teach changing the 
data format from little-endian to big-endian, or changing the data format from big-endian 
to little-endian before writing the encrypted data into the memory. 

However, Rose teaches changing the data format from little-endian to big-endian, 
or changing the data format from big-endian to little-endian before writing the encrypted 
data into the memory (Rose: Para [0083] Line 8 - 17: a translation between different 
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machine formats of little-endian and big-endian is required for an efficient stream 
ciphering). 

It would have been obvious to a person of ordinary skill in the art at the time the 
invention was made to combine the teaching of Rose within the system of Unger 
because (a) Unger teaches providing partial encryption and decryption of digital of 
television signals using a plurality of encryption algorithms (Unger: Para [004] and Figure 
6/7) and (b) Rose teaches an efficient stream ciphering that includes a translation 
between different machine formats of little-endian and big-endian as needed (Rose: 
Para [0083] Line 1 - 21 Line 8-17). 

5. Claims 6, 12, 14, 24, 26, 32, 36, 40, 42, 49 and 51 are rejected under 35 U.S.C. 
103(a) as being unpatentable over Unger et al. (U.S. Patent 2003/0026423), in view of 
Qawami et al. (U.S. Patent 7.227,952). 

As per claim 6, 12, 26, 32, 36, 40 and 49. Unger does not teach the encryption 
(or decryption) algorithm is performed according to the specification of content protection 
for recordable media (CPRM). 

However. Qawami teaches the encryption (or decryption) algorithm is performed 
according to the specification of content protection for recordable media (CPRM) 
(Qawami: Column 1 1 Line 16 - 17 / Line 29 - 31). 

It would have been obvious to a person of ordinary skill in the art at the time the 
invention was made to combine the teaching of Rose within the system of Unger 
because (a) Unger teaches providing partial encryption and decryption of digital of 
television signals using a plurality of encryption algorithms (Unger: Para [004] and Figure 
6/7) and (b) Qawami teaches to secure playback of digital audio, video of multimedia 
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content from memory cards, compacts disks or other media by using media key block 
and a standard encryption / decryption algorithm of Content protection for recordable 
Media (CPRM), where the data block / chunk number is used as the index to the Media 
Key Block of a selected chunk data and the row and column are used to map to where 
the encrypted media keys are stored for data protections (Qawami: Column 2 Line 9 - 
10 and Column 11 Line 16- 17/ Line 29-31). 

As per claim 14, 24, 42 and 51, Unger as modified teaches the memory is a 
secure digital (SD) card (Qawami: Column 2 Line 33 - 35). 

It would have been obvious to a person of ordinary skill in the art at the time the 
invention was made to combine the teaching of Rose within the system of Unger 
because (a) Unger teaches providing partial encryption and decryption of digital of 
television signals using a plurality of encryption algorithms (Unger: Para [004] and Figure 
6/7) for a secure content delivery system such as DirecTV, DSS (Digital Satellite 
Service) as well as package media (e.g. CD and DVD, etc.) (Unger: Para [0147]) and (b) 
Qawami teaches to secure playback of digital audio, video of multimedia content from 
memory cards and a package media (e.g. CD, DVD and secure digital (SD) card) by 
using a standard encryption / decryption algorithm of Content protection for recordable 
Media (CPRM) (Qawami: Column 2 Line 9 - 10 / Line 33 - 35. Column 1 1 Line 16 - 17 / 
Line 29-31). 

> Any inquiry concerning this communication or earlier communications from the 

examiner should be directed to Longbit Chai whose telephone number is 571-272-3788. 
The examiner can normally be reached on Monday-Friday 9:00am-5:00pm. 
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If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz R. Sheikh can be reached on 571-272-3795. The fax phone number 



for the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for published 
applications may be obtained from either Private PAIR or Public PAIR. Status 
information for unpublished applications is available through Private PAIR only. For 
more information about the PAIR system, see http://pair-direct.uspto.gov. Should you 
have questions on access to the Private PAIR system, contact the Electronic Business 
Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a USPTO 
Customer Service Representative or access to the automated information system, call 
800-786-9199 (IN USA OR CANADA) or 571-272-1000. 



Longbit Chai 
Examiner 





